Check your Mac for security updates

Click on the Apple logo in the upper left-hand corner and select ‘About This Mac’
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In the next window, click on ‘Software Update’. Make sure the version of Mac OS installed on your computer is
still supported by Apple. The lowest version of Mac OS currently supported, as of December 2020, is Mac OS
10.14 Mojave.
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macOS Big Sur

Version 11.0.1

MacBook Pro (Retina, 13-inch, Early 2015)
Processor 3.1 GHz Dual-Core Intel Core i7
Memory 16 GB 1867 MHz DDR3

Startup Disk HD1

Graphics Intel Iris Graphics 6100 1536 MB
Serial Number CO2PROAYFVHS8
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You should see the message ‘Your Mac is up to date’. If this message is not displayed, install all available
updates for your computer.

© < iii  Software Update Q|

Your Mac is up to date -~ macOS Big Sur 11.0.1
Last checked: Today at 3:36 PM

Software Update & Automatically keep my Mac up to date Advanced... ?

Configuring Duo Mobile

Go to https://gp.losrios.edu, while not connected to OpenVPN, and sign in. You will have to enroll
in Duo before you can download and install the client.

Sign into the Global Protect website using ‘W', your ID number, and your Los Rios Unified
Password.
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Click ‘Start setup’ on the next screen.
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Select your Two Factor Authentication device and press Continue
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Once you have installed Duo on your mobile phone, click ‘1 have Duo Mobile’. If you do not have
Duo Mobile installed, follow the directions for Installing Duo Mobile on your mobile device in the
following section.
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Installing Duo Mobile on your mobile device

Go to App Store/Play store and search for Duo Mobile and download it.

Duo Mobile
Security made simple

L
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About passcodes

“Duo Mobile"” Would Like
to Send You
Notifications

Notifications may include alerts,
sounds, and icon badges.
These can be configured in
Settings.

Don't Allow Allow

Welcome to Duo Mobile

ADD ACCOUNT

Looking 1o recover your accounts



Add Account

"“Duo Mobile" Would Like

to Access the Camera

Duo Mobile will use your
camera to enroll accounts using
QR codes.

Don't Allow

Scan an activation barcode to link Duo Mobile to your
account

No Barcode? ‘

When you successfully scan the barcode, you will see a green checkmark on the screen.
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Click the download link that matches your system.



Install the Global Protect agent software

M0 paloalto

NETWORKS"

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.

@ Introduction

@ Destination Select

@ Installation Type
Instaliation

Summary

Custom Install on “HD1"

]
X ‘& Install GlobalProtect a
Welcome to the GlobalProtect Installer
@ Introduction You will be guided through the steps necessary to install this
software.
Destination S
Installation Type
Installat
Summary
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Package Name

GlobalProtect
Uninstall GlobalProtect

GlobalProtect System extensions

Action Size
Install 41.9 MB

Space Required: 41.9 MB

Remaining: 745.08 GB

Go Back



@ ‘@ Install GlobalProtect (a}
Standard Install on “HD1"

o iodaction This will take 41.9 MB of space on your computer.

@ Destination Select Click Install to perform a standard installation of this software
@ |[nstallation Type on the disk "HD1"

Change Install Location...

Go Back

Enter your computer User Name and administrative Password.
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Installing GlobalProtect

@ Introduction
@ Destination Select

@ Installation Type
@ Installation 7~ Installer is trying to install new software.
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Enter your password to allow this.

User Name:
Password: || |
Cancel Install Software
- -
r
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The installation was completed successfully.

@ Introduction
@ Destination Select
¢ Installation Type

@ Installation

® Summary The installation was successful.

The software was installed.




The Global Protect login pop up will appear after installation. Enter gp.losrios.edu in the Global Protect portal
address field. The SSO windows will open after you click on Connect.

»  Welcome to GlobalProtect
Please enter your portal address

[ gp.losrios.edu ]

Connect

Sign in with your W-ID and password
@
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A Duo Authentication window will appear on your screen. Click on ‘Send Me a Push’ to receive a DUO
notification on your mobile device
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On your device, you should have a notification from DUO.
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Open the DUO app and select Tap to Respond.
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Launch your Remote Desktop and sign in.



